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THE COMPANY

" |ndependent consulting firm, ONRISC specialises in Risk
Management and the security of Information Systems

= Computer security experts, its founding partners bring their
experience and complementary skills to serve their customers

Daniel Artaud, a specialist in cybercriminality, and IT engineer
with the French Ministry of Defense,

Patrice Porte, a technical analysis expert, with a rich
experience as a software engineer in financial services
industry
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OUR MISSION

= Helping with the protection of your activity, your reputation
and your brand image by assesing the security evaluation of
your information system

= Advising you on protective measures to employ in order to
strengthen the security level of your Information System

= Assisting you in reacting quickly to cybercriminal attacks

= |ntervening rapidly abroad ( Middle East, Asia, Africa, South
America ) during crisis situations
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OUR APPROACH

= |dentifying the risks resulting from identified vulnerabilities to
Safety Managers ( big groups) and Business managers ( SMI /
SME )

=  Suggesting improvements by taking into account the constraints
and resources of our customers

= Supplying actionable technical reports to the Operational
Managers ( exploitation difficulty of identified vulnerabilities,
complexity of countermeasures, and urgency levels )
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OUR SERVICES - AUDITING

= |INTERNAL AUDITING

Internal security organisation

Internal networks application Security

Search for security vulnerabilities using an intrusive approach
Physical security of computer equipment ( access controls, alarms )

= EXTERNAL AUDITING

Remote connections (interconnected sites, VIP mobile devices, home workers)
Security level of wireless networks

Resistance of website to data theft , hacking and denial off service attacks

= CONFORMANCE AUDITING

Security level of a project before it goes into production (architecture,

network, servers, applications)
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OURS SERVICES - CONSULTING

= Assisting safety and security consultants

= Assisting project management

= Designing secure network infrastructures ( servers,
hardware assets, security software components )
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OUR SERVICES - FORENSIC

= |nvestigating malevolent attacks
Identifying of the sources
Reconstituting the the attack scenario
Establishing the proofs
Protecting the affected systems

= Making backup copies of data in conformance with the most
rigoruous of practices with the help of dedicated, industry-
standard hardware

= Analyzing data for proofs
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OUR SERVICES - SUPPORT

=  Helping to ensure real-time monitoring of Security of
Infomation Systems

= Accompanying the selection, implementation and operation of
systems and procedures to protect the information system

=  Educating employees on technical risks and threats

Intelligence on all issues related to cybercrime
Conferences intended for company directors and their

associates
Seminars for employees
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OUR SERVICES - RISK MANAGMENT

= Assisting in the design and implementation of a Business
Continuity Plan

Study the availability needs

Define and track project

Study the documentation and test reports

Test the plan through the implemented procedures

= Assisting in the design of a Management System for
Computer Security

Using ISO Standard 27001
Relying on ITIL best practices

=> Our consultants are ISO 27001 Lead Auditor et ITIL V3
Foundations certified
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